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Context:

Cyber-physical systems (CPSs) [1] consist of physical systems augmented with computation and
communication infrastructure making it possible to design highly dynamic systems able to perform
efficiently under high uncertainty. CPSs are often deployed at large scale, which makes the design of such
system a real challenge in modern engineering. Examples of large-scale CPS are modern electrical or
transportation networks that integrate many heterogeneous components.

Contract theory [2] is a promising framework for rigorous component-based design of highly dynamic
distributed systems. Intuitively, a contract is a formal specification consisting of pairs of assumptions and
guarantees. A guarantee describes the task that the component must fulfill when its environment (made
of other components and of the external environment) satisfies the associated assumption. Hence, assume-
guarantee contracts make it possible to design components that can adapt under various working
conditions, as well as to define desired interactions for agents even of different nature. Moreover,
compositional reasoning makes it possible to prove properties of the global systems based on the contracts
satisfied by its components.

Only recently, several works have explored contract theory from a control perspective and allowed
contract-based compositional reasoning in dynamical systems. In [3], a new general class of assume-
guarantee contract is introduced. It characterizes contract satisfaction in term of invariant sets for an
extended dynamical system, thus allowing for a low computational-demanding solution for the verification
problem. Therefore, the developed algorithms can be considered for critical real-time CPSs. The topic of

this thesis aligns with this research line.
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Research program:

In this doctoral work, we will build on the preliminary results of [3] to design new methodologies for
contract-based design of CPSs. We aim at tackling the following problems:

e Verification: given a contract and a component model, verify that the contract is satisfied. We will
develop tools based on invariant sets which will allow us to leverage existing techniques such as set
theoretic methods [4], abstraction-based and data-driven approaches.

e Controller synthesis: given a contract and a component model, synthesize a controller that fulfills
the contract. We are particularly interested in designing model predictive control approaches that
provably enforce assume-guarantee contracts even beyond their prediction horizon.

e Monitoring algorithms: given a contract and a component model, design a monitor that raises an
alarm when a contract is violated. We aim at designing predictive algorithms able to raise alarms
even before the contract is violated.
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